(12) PATENT APPLICATION PUBLICATION (21) Application N0.202511106465 A
(19) INDIA
(22) Date of filing of Application :04/11/2025 (43) Publication Date : 26/12/2025

(54) Title of the invention : A COMPUTER-BASED SYSTEM FOR DETECTING SOFTWARE SECURITY FLAWS

:B60K (71)Name of Applicant :
37/00, 1)NOIDA INSTITUTE OF ENGINEERING & TECHNOLOGY
B60K Address of Applicant :19, Knowledge Park-1I, Institutional Area, Greater
37120, Noida — 201306, Uttar Pradesh, India. Uttar Pradesh India
(51) International classification GO6F (72)Name of Inventor -
16/25, 1)PRATEEK MATHUR
B60K 2)Dr. HARSHA GUPTA
20/08,
B60K
37/10
(31) Priority Document No ‘NA
(32) Priority Date ‘NA
(33) Name of priority country ‘NA
(86) International Application No :
Filing Date :01/01/1900
(87) International Publication No :NA
(61) Patent of Addition to Application Number ‘NA
Filing Date ‘NA
(62) Divisional to Application Number ‘NA
Filing Date ‘NA
(57) Abstract :

The present invention discloses a computer-based system for detecting software security flaws, comprising a static analyzer (101), a dynamic execution monitor (102), a
machine learning-based prediction engine (103), a risk assessment engine (104), and a dashboard interface (105). The system integrates multi-layered analysis
mechanisms to identify, classify, and predict vulnerabilities across software development and runtime stages. It further provides real-time reports and corrective
recommendations, ensuring robust, adaptive, and continuous security monitoring against known and zero-day threats within evolving software environments.
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